Duo Mobile end of support for Android 10 and iOS 14
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Effective February 8, 2024, Duo Mobile will no longer support Android 10 and iOS 14.

By limiting our support to newer operating systems, Duo can continue to build more user-
friendly and secure features. We recommend that users upgrade to the latest iOS or
Android version to receive ongoing security updates and improvements.

According to our records, you have end users authenticating with Duo Mobile on Android 10
or iOS 14. We recommend working with your end users to upgrade to supported
authentication device operating systems by February 2024.

What is changing?

Google and Apple deploy new operating systems as major releases every year. As part of
these release cycles, older operating systems on Android and iOS mobile devices stop
receiving important updates and go through end-of-service and end-of-life phases. To
anticipate these OS deprecations, Duo will no longer support Duo Mobile on Android 10 or
iOS 14.

This end-of-support milestone means that:

» Duo teams will no longer be able to troubleshoot issues with Duo Mobile running on
Android 10 or iOS 14 or older.

e Duo Push will continue to work on already-installed versions of Duo Mobile on Android 10
or iOS 14, and users will continue to be able to authenticate.

» Duo Mobile—generated passcodes will also continue to work on already-installed versions
of the app, and users will continue to be able to authenticate.

« SMS-delivered passcodes and phone callback authentication are not affected by this
change. These methods do not rely on Duo Mobile.

» Duo Mobile will continue to be fully supported on iOS 15 or Android 11 or newer.

» Mobile devices using Android 10 or iOS 14 will no longer receive Duo Mobile
maintenance fixes or security updates.

» Users cannot download the latest version of Duo Mobile on mobile devices running on
Android 10 or iOS 14.

Refer to the Duo Knowledge Base for more information on versions of Android and iOS
supported by Duo Mobile.

Recommended: Update to Supported Mobile Device Version


https://app.security.umbrella.com/e/er?s=860818199&lid=2017&elqTrackId=0e3dcdd9b81849298020579daf0d7d75&elq=275e702f1eb046ff847051316ae302ac&elqaid=9033&elqat=1
https://app.security.umbrella.com/e/er?s=860818199&lid=3688&elqTrackId=964fe4a99cbb40c6b7385377acef1d27&elq=275e702f1eb046ff847051316ae302ac&elqaid=9033&elqat=1
https://help.duo.com/s/article/1872?language=en_US
https://help.duo.com/s/article/1871?language=en_US

Resources

Duo Mobile on Google Play

Duo Mobile on the App Store

Guide to Duo Restore

Knowledge Base: Which versions of Android does Duo Mobile support?

Knowledge Base: Which versions of iOS does Duo Mobile support?

Knowledge Base: Guide to Duo Restore for Duo Mobile account recovery

» Check out the Guide to Duo End-of-Life and End-of-Support Plans. This guide provides
an up-to-date list of current and past end-of-life plans for Duo products.
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https://www.facebook.com/duosec/?elqTrackId=648510c4b5f64284aa874336d4f890db&elq=275e702f1eb046ff847051316ae302ac&elqaid=9033&elqat=1&elqCampaignId=8480&elqcst=272&elqcsid=334
https://twitter.com/duosec?elqTrackId=f7436920360242b2b56eaa65b947f3c0&elq=275e702f1eb046ff847051316ae302ac&elqaid=9033&elqat=1&elqCampaignId=8480&elqcst=272&elqcsid=334
https://www.linkedin.com/company/duo-security?elqTrackId=7b0cf0faeedc4dec8c9116dca0567b09&elq=275e702f1eb046ff847051316ae302ac&elqaid=9033&elqat=1&elqCampaignId=8480&elqcst=272&elqcsid=334
https://www.youtube.com/duosecurity?elqTrackId=c21286866d6442e580233bb597328a9a&elq=275e702f1eb046ff847051316ae302ac&elqaid=9033&elqat=1&elqCampaignId=8480&elqcst=272&elqcsid=334
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https://app.security.umbrella.com/e/er?s=860818199&lid=4098&elqTrackId=16755648a16946db90a6046788cec70a&elq=275e702f1eb046ff847051316ae302ac&elqaid=9033&elqat=1
https://app.security.umbrella.com/e/er?s=860818199&lid=4097&elqTrackId=beabdf4e6e3840059e51f1ce4f93e257&elq=275e702f1eb046ff847051316ae302ac&elqaid=9033&elqat=1
https://app.security.umbrella.com/e/er?s=860818199&lid=4092&elqTrackId=8d51acd006804aea9408f145dfea4d4b&elq=275e702f1eb046ff847051316ae302ac&elqaid=9033&elqat=1
https://app.security.umbrella.com/e/er?s=860818199&lid=4091&elqTrackId=794d0a21017d43d1a1343c926451c3c6&elq=275e702f1eb046ff847051316ae302ac&elqaid=9033&elqat=1
https://app.security.umbrella.com/e/er?s=860818199&lid=4090&elqTrackId=dc7c70799bbd423eade5f1f0b6bf9984&elq=275e702f1eb046ff847051316ae302ac&elqaid=9033&elqat=1
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